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Future Proofing – The case for improvements
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Service Providers have already invested heavily in LTE (4G) support for Low Power WAN (LPWAN), being NB-IoT and 

LTE-M. With the deployment of new 3GPP standards, including 5G NR, Service Providers need to ensure that their 

current IoT device fleet(s) are well supported, as well as the scaling for mass IoT deployments to ensure future proofing. 

The following requirements arise:

• Large numbers of devices – supporting high connection densities.

• Low device cost (IP vs non-IP) – resource constrained devices (low footprint RAM, CPU, Flash, Chipsets).

• Ultra long battery life.

• Coverage in harsh environments.

• Current LPWAN devices spectrum use, to be supported in new 5G deployments.



LPWAN in 5G World
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• Existing LTE (4G) spectrum 
resources, including LPWAN (NB-IoT 
& LTE-M).

• NB-IoT & LTE-M incorporated into 
new 5G NR spectrum.

• NB-IoT incorporates CAT-NB1 and 
CAT-NB2.

• LTE-M incorporates CAT-M1 and 
CAT-M2.

GSMA – Mobile IoT in the 5G Future – [1]



NB-IoT vs LTE-M
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ubidots – NB-IoT vs LTE-M – [2]



IoT Protocols – Future Proofing
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IoT Protocols Comparison - Functions
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IoT Protocols Comparison - Features
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IoT Protocols Comparison - Performance
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IoT Edge devices – Future Proofing
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IoT Connectivity Architecture
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Device Management



Friendly One-IoT™ Platform Modules

Page 11



LwM2M IoT Device Connectivity
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• OMA LwM2M V1.1/1.2 standards 
protocols.

• Security end-to-end from device, to 
connectivity to application objects.

• Bootstraps & registers LwM2M 
devices.

• Device sensor data ingested by 
Observe/Notify mechanism.

• Various Object/Resources for sensor 
data.

• Multiple access technologies.

Constrained IoT
Devices

(low power)



MQTT IoT Device Connectivity
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• MQTT V3+ (TCP).
• MQTT-SN (UDP).
• IoT devices using MQTT/MQTT-SN.
• Publish/Subscribe mechanism.
• Register MQTT topics for 

management and data ingestion.

MQTT MQTT-SN

TCP UDP

IPV4 IPV6

IEEE Network
Layer

Generic IoT devices
(generally powered)



TR-069/TR-369 USP Device Connectivity
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• TR-069 in older broadband devices, 
also used in some M2M routers.

• TR-369 USP better security.
• Better privacy, role-based access.
• Robust communications.
• Container deployments.
• Asset/sensor telemetry.

CoAP / STOMP / Websocket

TCP UDP

IPV4 IPV6

IEEE Network
Layer

DTLS TLS

USP Message – 
(Create/Read/Update/Delete/Operate/N

otify)

USP Records

TR-069 Protocol Stack

TR-369 Protocol Stack

Routers & 
Gateways



IoT Gateway Integration
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• Lack of gateway and edge device 
management.

• MQTT Gateway embedded client.
• Zigbee or Zwave, and others 

(BT/WiFi/IEEE802.15.4/6LowPAN).
• Customised client mediates the 

management functions to the 
connected sensors. PAN Wireless 

Gateways



IoT Cloud – Future Proofing
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Carrier Integration – Future Proofing | Device Registry
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3GPP Rel 16 – SCEF & LWM2M co-existence
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OMA Specworks - Managing Non-IP 
Devices in Cellular IoT Networks – [2]



Unified DM with Microsoft Azure IoT Cloud

Device 
Twin

Device 
Template Dynamically Created/UpdatedDynamic
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IoT Cloud Upstream Processing
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Conclusion
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IoT Device Management Protocols
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OMA LWM2M is the protocol of choice for IoT applications utilizing low power, low overhead, resource constrained devices, it 

features many benefits over other traditional protocols, such as MQTT and CoAP direct endpoints. For medium to larger 

footprint IoT devices, BBF’s USP is arguably well placed for these more powerful IoT applications.

Some of these features include:

• A Standards based approach. 

• Low Power utilization. 

• Efficient over the air transmissions (management & telemetry).

• Interoperability between devices and management servers.

• Built-in Security mechanisms from transport protocols, to data protection, to Application layer security.

• Adopted by some of the largest Carriers in the world: AT&T, Verizon, Deutsche Telekom, Telefonica, Telstra, Reliance Jio and 

many others.



Future Proofing IoT Device Deployments
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When considering to protect your IoT device fleet, for existing or future IoT device deployments, there are a few 

safeguards to aid your future proofing of your assets in the transition to 5G NR networks:

• DM Standards based protocols for edge devices (LWM2M and USP).

• Open protocol adaptor support to include integrating custom protocols.

• 5G NR spectrum support for LTE based LPWAN devices.

• SCEF integration for Non-IP devices (NIDD). 

• Upstream IoT Cloud support using standard streams or APIs.

• Highly scalable and highly reliable Device Management Application Server, supporting IP & non-IP devices.
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Friendly Technologies at a Glance
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Device Management since 2006

200+ customers worldwide

Software company founded in 1997

Active Member of Broadband 
Forum & Open Mobile Alliance 

The most installed Unified Device 
Management solution in the world



Unified Line of Products
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• TR-069 client

• TR-369/USP client

• Smart Home client

• OMA-DM client

• LwM2M client

One-IoT™ 
Platform

Smart 
Home

TR-069 Device 
Management 

QoE 
Monitoring

Wi-Fi  
Management 

Embedded 
Clients



Select Customers
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South Africa

Telekom Romania

Altice Group



Success Stories

Page 30

Reliance Jio (India)
The largest private company in India. Friendly was 
selected after in-depth market study  and deployed a 
platform to manage 50M LTE & FTTH devices (TR-069). 
Friendly was selected by Jio for IoT Device Management.

T-com (Romania)
T-Com Romania, a part of Deutsche Telekom group, selected 
Friendly’s Device management for  xDSL, FTTH. The solution 
includes IPTV QoE monitoring and STB management. 

Beeline (Russia)
Russia’s telco giant has selected Friendly’s full device 
management solution. The DM solution was 
deployed in a very short time. Friendly successfully 
implemented an effective solution for device 
management over crossed networks. 

Airtel (India)
Bharti Airtel India spent a considerable effort to evaluate and 
select vendors for a DM platform, managing many millions of 
LTE & broadband devices. 
Wi-Fi monitoring diagnostics and optimization

Landis & Gyr
The global energy and utility manufacturer chose Friendly 
Technologies as its partner for the management of devices 
in the ANZ region. 
IoT platform for L&G customers.

Casa Systems
NetComm Wireless (now Casa Systems) chose Friendly 
One-IoT™ to deploy 50K M2M routers using LwM2M for 
management of Coca-Cola (USA) FreeStyle fountains over AT&T 
and other networks. IoT management of vending machines.
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